SAANEN i BANK

GSTAAD'S PRIVATE BANK PAYMENT TRANSACTIONS

AIRLOCK 2FA

INTRODUCTION

The security of your data and monetary assets is always a top priority when it comes to our services. In order to
fulfill this high security standards in the future, we are constantly adapting our procedures. That is why we are
switching to Airlock 2FA — a new and user-friendly login and signing procedure.

With the new authentication method Airlock 2FA, there are different ways you can log into E-banking. The standard
way is to log in with a push notification on your smartphone. If your smartphone does not have an active internet
connection, you can log in using the offline code. Login via hardware token is also supported.

Starting on 1 August 2021, new E-banking contracts will be opened exclusively with the Airlock 2FA login method.
Also refer to Chapter 2: Initial login with a new E-banking contract.

From 1 August 2021 to 31 December 2021, existing E-banking contracts will be migrated to the new login method
gradually and continuously. Also refer to Chapter 3: Migration of the existing login method.
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1. LOGIN WITH AIRLOCK 2FA

1.1 Login via smartphone with an internet connection

Requirements

° Active E-banking contract.

The Airlock 2FA login method has been activated.

You have a smartphone that is linked to this E-banking contract.
You have an active internet connection.

Step-by-step process
1. Go to the E-banking login page of our website.

2. Enter your contract number.
3. Enter your personal password.
4, Click “Log in”.

5. The following message is now displayed on your computer screen:

Login E-Banking / Customer portal

Gonfirm the login attempt on your smartphone. You will then be automatically forwarded to E-
Banking.
If you do not have an internet connection on your smartphone, you can also log in offline. To do so,

select Enter passcode.

By logging in, you accept the terms and conditions for the use of the E-Banking.

Enter ’ PaSSCOde

6. At the same time, you will receive a push notification on your smartphone.

¢ Airlock 2FA - now #

Saanen Bank
Authentication request

7. You open the Airlock 2FA app by selecting the push notification.

8. Thelogin confirmation page now opens in the app. If you have activated the login, you can confirm by clicking
“Accept”. Depending on the settings of your smartphone, you can now confirm your login by using your
fingerprint (Touch ID) or your face (Face ID) or by entering your PIN. Meanwhile, in the middle of the screen,
you will see a blue bar running from right to left. If it runs out without you confirming the login, the process
will be cancelled.
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The login process is now complete.

Security notice

If you did not trigger the login to E-banking yourself but still received a push natification, you can stop the login

by clicking “Cancel” in the Airlock 2FA app. In this case, we recommend reporting your suspicion immediately to
the E-banking hotline.
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1.2

Login via smartphone without an internet connection

Requirements

Active E-banking contract.

The Airlock 2FA login method has been activated.

You have a smartphone that is linked to this E-banking contract.
Your smartphone does not have an active internet connection.

Step-by-step process

1.

10.

Go to the E-banking login page of our website.
Enter your contract number.

Enter your personal password.

Click “Log in”.

The following message is now displayed on your computer screen:

Login E-Banking / Customer portal

Confirm the login attempt on your smartphone. You will then be automatically forwarded to E-
Banking.
If you do not have an internet connection on your smartphone, you can also log in offline. To do so,

select Enter passcode.

By logging in, you accept the terms and conditions for the use of the E-Banking.

6

Click “Enter a passcode”.
Open the Airlock 2FA app on your smartphone.

The home screen displays the active user accounts. For each user account, the E-banking contract num-
ber is indicated.

At the top of the screen, a blue bar runs from right to left, indicating the time-limited validity of the passcodes
(approximately 30 seconds). A new passcode will be generated if the bar runs out.

Enter the passcode displayed in the app in the login screen on the computer.
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11.  Complete the login by clicking “Log in”. Make sure that the passcode is still valid as you click on that
option.

Login E-Banking / Customer portal

In the Airlock 2FA app, the six-digit passcode is displayed behind your access. Enter this code in

ﬁ

the Passcode field.

Passcode

The login process is now complete.
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1.3 Login via hardware token
Requirements
e Active E-banking contract.
e The Airlock 2FA login method has been activated.
e You have an activated hardware token that is linked to this E-banking contract.

Step-by-step process
1. Go to the E-banking login page of our website.

2. Enter your contract number.
3. Enter your personal password.
4. Click “Log in”.

5. The following login screen with the QR code opens:

Login E-Banking / Customer portal

Scan the QR code with your hardware token and then enter the code.

QR code

- if

6. Press the “OK” button on your hardware token to start it.

7. Press the “SCAN” button to open the scanner of the hardware token.

1011_E_V01/10.2021 | SAANEN BANK | Page 6/13



SAANEN i BANK

GSTAAD'S PRIVATE BANK PAYMENT TRANSACTIONS

MENU SCAN

7

8. Use the hardware token to scan the QR code on your computer screen.
9. A verification code is now displayed on the hardware token.

10. Enter the verification code in the login screen on your computer.

11.  On your computer screen, click “Log in” to complete the login process.

The login process is now complete.
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2. INITIAL LOGIN WITH A NEW E-BANKING CONTRACT

Requirements

We have opened a new E-banking contract for you.
You have received the password notification letter.
You have an Android or Apple smartphone.

We have your mobile number on file.

Step-by-step process

1.

10.

11.

Go to the E-banking login page of our website.

Enter the contract number indicated in your password notification letter.
Enter the initial password indicated in your password notification letter.
Click “Log in”.

You will then receive a text message to the mobile number we have on file for you. Enter the verification
code sent to you by text in the appropriate field.

Click “Log in”.

You will now be prompted to change the initial password. Create a new and personal password and enter
it in the appropriate field.

Confirm your entry by clicking “OK”.
You have successfully changed your password. Now click “Continue”.

You will now be prompted to activate the Airlock 2FA login method. Click “Migrate now” for activation.

Important: Change to the new login
method

Log in to your E-Banking even more conveniently. The Airlock 2FA login method combines the
latest security standards with a high level of convenience.

You can switch to the new login method in just 2 minutes in 4 simple steps.
The migration must be done by: 30.08.2021

Further information on Airlock 2FA can be found here.

Migrate Now

10

Install the Airlock 2FA app from Ergon Informatik AG on your smartphone.
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Migration to Airlock 2FA

1. Download the Airlock 2FA app from Ergon Informatik AG onto your smartphone.

¢ Do load on the GETITON
@& App Store *® Google Play

2. Start the app and scan the QR code shown below using the QR scanner function.
3. Airlock 2FA is now successfully registered to your E-Banking access.

Device Name (opticnal)

A unit name may be a maximum of 50 characters long and may not contain any special characters.

Cancel Continue

12.  Open the app and start the QR scanner function. You will find it at the bottom of the screen.

Y
9)

19:44 (Ee

User account

gﬂ o enBank 749 570

78N0003126

—
User account OR scanner Gode entry

13. Use your smartphone to scan the QR code on your computer screen.

14. The message “New user account added” should now appear in the app.
You can close it by clicking “Close”.
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15.  On your computer screen, you can now complete activation by clicking “Continue”.

16. You should now see a confirmation page. The activation of the Airlock 2FA login method has been completed
successfully.

Migration completed

The migration has been successfully completed. From now on, your login is convenient and simple

via Airlock 2FA. Click Continue to go directly to your E-Banking.

Note regarding the hardware token

No Airlock 2FA activation is required for the hardware token. The token has already been actived by us as part of
our background process. Only the initial password must be changed (steps 1-9). The hardware token can then
be used for the login as described in Chapter 1.3: Login via hardware token.
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3. MIGRATION OF THE EXISTING LOGIN METHOD

Requirements
e Active E-banking contract.
e \We have started the migration of your E-banking.
e You have an Android or Apple smartphone.

Step-by-step process
1. Go to the E-banking login page of our website.

2. Enter your contract number.

3. Enter your personal password.

4. Click “Log in”.

5.  Complete the login using your existing method (Cronto or text message).

6. The following message is now displayed on your computer screen:

Important: Change to the new login
method

Log in to your E-Banking even more conveniently. The Airlock 2FA login method combines the
latest security standards with a high level of convenience.

You can switch to the new login method in just 2 minutes in 4 simple steps.

The migration must be done by: 30.06.2021

Further information on Airlock 2FA can be found here.
W

7. Click “Migrate now” to start the activation of the Airlock 2FA login method right away. If you are not yet ready
for the migration, click “Later” to access your E-banking as usual. You will be notified about the migration
the next time you log in. However, this will be possible only until 31 December 2021. After that date, you will
have to migrate to Airlock 2FA, or you will lose access to E-banking.
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8. Install the Airlock 2FA app from Ergon Informatik AG on your smartphone.

Migration to Airlock 2FA

1. Download the Airlock 2FA app from Ergon Informatik AG onto your smartphone.

< Downiond on the Germon
@& App Store #® Google Play

2. Start the app and scan the QR code shown below using the QR scanner function.
3. Airlock 2FA is now successfully registered to your E-Banking access.

Device Name (optional)

A unit name may be a maximum of 50 characters long and may not contain any special characters.

Cancel Continue

9. Open the app and start the QR scanner function. You will find it at the bottom of the screen.

App Store = & 20:03 @4

User account

Test
gﬂ Saanen Bank 038 945
78N0003126

User account QR scanner Code entry
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10.  Use your smartphone to scan the QR code on your computer screen.

11.  The message “New user account added” should now appear in the app. You can close it by clicking “Dis-
miss”.

12.  On your computer screen, you can now complete activation by clicking “Continug”.

13. You should now see a confirmation page. The activation of the Airlock 2FA login method has been completed
successfully.

Migration completed

The migration has been successfully completed. From now on, your login is convenient and simple

via Airlock 2FA. Click Continue to go directly to your E-Banking.

Note regarding the hardware token

No migration of the login method is required for the hardware token. We have already activated for the new method
the token that you have received from us as part of the background process. You can use it to log into your E-bank-
ing as described in Chapter 1.3: Login via hardware token.

E-banking hotline

For further questions, please contact our E-banking hotline on 0848 877 087 (calls from Switzerland) or from
abroad on 0041 58 224 97 11.

Business hours: Monday to Friday 8.00 a.m. to 9.00 p.m., Saturday 8.00 a.m. to 12.00 noon
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